This paper proposes three different chaotic encryption methods using 1-D chaotic map known as Logistic map named as Logistic, NLFSR and Modified NLFSR according to the name of chaotic map and non-linear function involved in the scheme. The designed schemes have been crypt analyzed for five different methods for testing its strength. Cryptanalysis has been performed for various texts using various keys selected from domain of key space. Logistic and NLFSR methods are found to resist known plaintext attack for available first two characters of plaintext. Plaintext sensitivity of both methods is within small range along with medium key sensitivity. Identifiability for keys of first two of the scheme has not been derived concluding that methods may prove to be weak against brute-force attack. In the last modified scheme avalanche effect found to be improved compared to the previous ones and method is found to resist brute-force attack as it derives the conclusion for identifiability.
Introduction
Chaotic cryptography [1] deals with hiding and recovering of secret messages using algorithm which consists of encryption rule that uses chaotic functions (analog or digital). Logistic map is one-dimensional map that consists of a parameter which is acting as secret key in the designed encryption schemes. The proposed methods use non-linear functions like, sinusoidal, non-linear shift register and logistic map to built confusion and diffusion.
The sine function describes a smooth repetitive oscillation. It's most basic form as a function of time (t) is:
where, A, the amplitude is the peak deviation of the function from its center position. ω, the angular frequency, specifies how many oscillations occur in a unit time interval, in radians per second. φ, the phase, specifies where in its cycle the oscillation begins at t = 0. A NLFSR (Non-Linear Feedback Shift-register) is a common component in modern stream ciphers, especially in RFID and smartcard applications. NLFSRs are known to be more resistant to cryptanalytic attacks than Linear Feedback Shift Registers (LFSR's), although construction of large NLFSRs with guaranteed long periods remains an open problem. A NLFSR, is a shift register whose current state is a non-linear function of its previous state. The NLFSR used here is shown in Figure 1 output.
The logistic map is a polynomial mapping of degree 2, it takes a point, in a plane and maps it to a new point using following expressions:
where, map depends on the parameter r. From r = 3.57 to r = 4, the map exhibits chaotic behavior which is shown in Figure 2 .
Cryptanalysis is the study of attacks against cryptographic schemes to disclose its possible weakness. During cryptanalyzing a ciphering algorithm, the general assumption made is that the cryptanalyst knows exactly the design and working of the cryptosystem under study, i.e., he/she knows everything about the cryptosystem except the secret key. It is possible to differentiate between different levels of attacks on cryptosystems. sponding cipher text string, c. d) Chosen cipher text: The attacker has obtained temporary access to the decryption machinery. Hence he/ she can choose a cipher text string, c, and construct the corresponding plain text string, p. e) Brute Force Attack: A brute force attack is the method of breaking a cipher by trying every possible key. The brute force attack is the most expensive one, owing to the exhaustive search.
In addition to the five general attacks described above, there are some other specialized attacks, like, differential and linear attacks.
Differential cryptanalysis is a kind of chosen-plaintext attack aimed at finding the secret key in a cipher. It analyzes the effect of particular differences in chosen plaintext pairs on the differences of the resultant cipher text pairs. These differences can be used to assign probabilities to the possible keys and to locate the most probable key.
Linear cryptanalysis is a type of known-plaintext attack, whose purpose is to construct a linear approximate expression of the cipher under study. It is a method of finding a linear approximation expression or linear path between plaintext and cipher text bits and then extends it to the entire algorithm and finally reaches a linear approximate expression without intermediate value.
Methodology
The complete methodology involved during designing is clearly cited with the help of block diagram as shown in Figure 3 .
The plain text is encrypted by an encryption rule which uses non-linear function and the state generated by the chaotic system in the transmitter [2] . The scrambled output is inputted further to the chaotic system such that the chaotic dynamics is changed continuously in a very complex way. Then another state variable of the chaotic system [3] in the transmitter is transmitted through the channel.
Recovery of the plaintext is done by decrypting the input (ciphertext) using reverse process of encryption, as used in the transmitter.
In the modified NLFSR method traditional encryption method is used along with above method. For Logisticsinusoidal function and logistic map and for NLFSRNon-linear shift register and logistic map has been used respectively.
Analysis and Results
The analysis accomplished on the designed ciphers has been done for key space [4] , avalance effect, knownplaintext attack, Identifiability [5] Tables 1 and 2 show that Logistic and NLFSR methods are found to resist known plaintext attack for available first two characters of plaintext but modified NLFSR proves its resistance against the attack for available some numbers of characters of plaintext as given in the column of Table 3 . It also proves its resistance against bruteforce attack by deriving conclusion for identifiability of selected key. All the three methods are similar to onetime pad type instead more secure. More secure ciphers can be designed and crypt analyzed [7, 8] using different non-linear functions and 2-D 
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